Scan saved at 12:23:03, on 09.02.2006
Platform: Windows XP SP2 (WinNT 5.01.2600)
MSIE: Internet Explorer v6.00 SP2 (6.00.2900.2180)

Running processes:

C:\WINDOWS\System32\smss.exe
C:\WINDOWS\system32\csrss.exe
C:\WINDOWS\SYSTEM32\winlogon.exe
C:\WINDOWS\system32\services.exe
C:\WINDOWS\system32\lsass.exe
C:\WINDOWS\system32\Ati2evxx.exe
C:\WINDOWS\system32\svchost.exe
C:\WINDOWS\system32\svchost.exe
C:\WINDOWS\System32\svchost.exe
C:\WINDOWS\system32\svchost.exe
C:\WINDOWS\system32\svchost.exe

C:\WINDOWS\SY STEM32\Ati2evxx.exe
C\WINDOWS\system32\spoolsv.exe

C:\WINDOWS\Explorer.EXE

C:\Programme\AT]I Technologies\ATI Control Panel\atiptaxx.exe
C:\Programme\Gemeinsame Dateien\InstallShield\UpdateService\issch.exe
C:\WINDOWS\system32\ctfmon.exe

C:\Programme\Gemeinsame Dateien\Microsoft Shared\VS7TDEBUG\MDM.EXE
C:\Programme\Spyware Doctor\sdhelp.exe
C:\WINDOWS\system32\wdfmgr.exe
C:\WINDOWS\System32\alg.exe
C:\WINDOWS\System32\svchost.exe

C:\Programme\Internet ExploreNIEXPLORE.EXE
C:\Programme\Internet ExploreNIEXPLORE.EXE
C:\PROGRA~1\WINZIP\winzip32.exe

C:\Programme\Zone Labs\ZoneAlarm\ziclient.exe
C:\WINDOWS\system32\ZoneLabs\vsmon.exe
C:\WINDOWS\system32\ZoneL abs\isafe.exe
C:\PROGRA~1\ZONELA~1\ZONEAL~1\MAILFR~1\mantispm.exe
C:\Dokumente und Einstellungen\Rau\Lokale Einstellungen\Temp\HijackThis.exe

RO - HKCU\Software\Microsoft\Internet Explorer\Main,Start Page = http://www.germany.ru/
RO - HKCU\Software\Microsoft\Internet Explorer\Main,Local Page =

02 - BHO: HelperObject Class - {00C6482D-C502-44C8-8409-FCE54AD9C208} -
C:\Programme\TechSmith\Snaglt 7\SnagItBHO.dl|

02 - BHO: Yahoo! Toolbar Helper - {02478D38-C3F9-4EFB-9B51-7695ECA05670} -
C:\Programme\Yahoo!\Companion\Installs\cpn\yt.dll

02 - BHO: AcrolEHIprObj Class - {06849E9F-C8D7-4D59-B87D-784B7D6BEOB3} -
C:\Programme\Adobe\Acrobat 7.0\ActiveX\AcrolEHelper.dll

02 - BHO: PCTools Site Guard - {5C8B2A36-3DB1-42A4-A3CB-D426709BBFEB} -
C:\PROGRA~1\SPYWAR~1\tools\iesdsg.dll

02 - BHO: SSVHelper Class - {761497BB-D6F0-462C-B6EB-D4DAF1D92D43} -
C:\Programme\Java\jre1.5.0_06\bin\ssv.dll

02 - BHO: AcrolEToolbarHelper Class - {AE7CD045-E861-484f-8273-0445EE161910} -
C:\Programme\Adobe\Acrobat 7.0\Acrobat\AcrolEFavClient.dll



02 - BHO: PCTools Browser Monitor - {B56A7D7D-6927-48C8-A975-17DF180C71AC} -
C:\PROGRA~1\SPYWAR~1\tools\iesdpb.dll

O3 - Toolbar: Adobe PDF - {47833539-D0C5-4125-9FA8-0819E2EAACI3} -
C:\Programme\Adobe\Acrobat 7.0\Acrobat\AcrolEFavClient.dll

O3 - Toolbar: Snaglt - {8FF5E183-ABDE-46EB-B09E-D2AAB95CABE3} -
C:\Programme\TechSmith\Snaglt 7\SnagltIEAddin.dll

O3 - Toolbar: &Save Flash - {4064EA35-578D-4073-A834-C96D82CBCF40} -
C:\Programme\Save Flash\SaveFlash.dll

O3 - Toolbar: Yahoo! Toolbar - {EF99BD32-C1FB-11D2-892F-0090271D4F88} -
C:\Programme\Yahoo!\Companion\Installs\cpn\yt.dll

04 - HKLM\..\Run: [ATIPTA] C:\Programme\ATI Technologies\ATI Control
Panel\atiptaxx.exe

04 - HKLM\..\Run: [MyWebSearch Email Plugin]
C:\PROGRA~1\MYWEBS~1\bar\1.bin\mwsoemon.exe

04 - HKLM\..\Run: [Zone Labs Client] C:\Programme\Zone Labs\ZoneAlarm\ziclient.exe
04 - HKLM\..\Run: [ISUSPM Startup]
C:\PROGRA~1\GEMEIN~I\INSTAL~1\UPDATE~1\ISUSPM .exe -startup

04 - HKLM\..\Run: [ISUSScheduler] "C:\Programme\Gemeinsame
Dateien\InstallShield\UpdateService\issch.exe" -start

04 - HKLM\.\Run: [NeroFilterCheck] C:\WINDOWS\system32\NeroCheck.exe

04 - HKLM\.\Run: [QuickTime Task] "C:\Programme\QuickTime\qttask.exe" -atboottime
04 - HKCU\..\Run: [CTFMON.EXE] C:\WINDOWS\system32\ctfmon.exe

04 - HKCU\..\Run: [MyWebSearch Email Plugin]
C:\PROGRA~1\MYWEBS~1\bar\1.bin\mwsoemon.exe

04 - HKCU\..\Run: [eMuleAutoStart] C:\Programme\eMule\emule.exe -AutoStart

04 - Startup: MyWebSearch Email Plugin.Ink =
C:\Programme\MyWebSearch\bar\1.bin\MWSOEMON.EXE

04 - Global Startup: MyWebSearch Email Plugin.Ink =
C:\Programme\MyWebSearch\bar\1.bin\MWSOEMON.EXE

08 - Extra context menu item: &Search -
http://edits.mywebsearch.com/toolbaredits/menusearch.jhtml?p=2Nfox000

08 - Extra context menu item: Nach Microsoft &Excel exportieren -
res://[C:\PROGRA~1\MICROS~2\OFFICE11\EXCEL.EXE/3000

09 - Extra button: (no name) - {08BOE5C0-4FCB-11CF-AAA5-00401C608501} -
C:\Programme\Java\jre1.5.0_06\bin\ssv.dll

09 - Extra 'Tools' menuitem: Sun Java Konsole - {08BOE5C0-4FCB-11CF-AAA5-
00401C608501} - C:\Programme\Java\jre1.5.0_06\bin\ssv.dll

09 - Extra button: Spyware Doctor - {2D663D1A-8670-49D9-A1A5-4C56B4E14E84} -
C:\PROGRA~1\SPYWAR~1\tools\iesdpb.dlI

09 - Extra button: Recherchieren - {92780B25-18CC-41C8-B9BE-3C9C571A8263} -
C:\PROGRA~1\MICROS~2\OFFICE11\REFIEBAR.DLL

09 - Extra button: @C:\Programme\Messenger\Msgslang.dll,-61144 - {FB5F1910-F110-
11d2-BB9E-00C04F795683} - C:\Programme\Messenger\msmsgs.exe

09 - Extra 'Tools' menuitem: @C:\Programme\Messenger\Msgslang.dll,-61144 - {FB5F1910-
F110-11d2-BB9E-00C04F795683} - C:\Programme\Messenger\msmsgs.exe

016 - DPF: {OEBOE74A-2A76-4AB3-A7FB-9BD8C29F7F75} (CKAVWebScan Object) -
http://lwww.kaspersky.com/downloads/kws/kavwebscan_unicode.cab

016 - DPF: {17492023-C23A-453E-A040-C7C580BBF700} (Windows Genuine Advantage
Validation Tool) - http://go.microsoft.com/fwlink/?linkid=39204



016 - DPF: {6E32070A-766D-4EE6-879C-DC1FA91D2FC3} (MUWebControl Class) -
http://update.microsoft.com/microsoftupdate/v6/VV5Controls/en/x86/client/muweb_site.cab?11
38922100250

016 - DPF: {9A9307A0-7DA4-4DAF-B042-5009F29E09E1} (ActiveScan Installer Class) -
http://acs.pandasoftware.com/activescan/as5free/asinst.cab

023 - Service: Adobe LM Service - Adobe Systems - C:\Programme\Gemeinsame
Dateien\Adobe Systems Shared\Service\Adobelmsvc.exe

023 - Service: Ati HotKey Poller - ATI Technologies Inc. -
C:\WINDOWS\system32\Ati2evxx.exe

023 - Service: CA ISafe (CAlSafe) - Computer Associates International, Inc. -
C:\WINDOWS\system32\ZoneLabs\isafe.exe

023 - Service: AVM FRITZ!web Routing Service (de_serv) - AVM Berlin -
C:\Programme\Gemeinsame Dateien\AVM\de_serv.exe

023 - Service: Macromedia Licensing Service - Unknown owner -
C:\Programme\Gemeinsame Dateien\Macromedia Shared\Service\Macromedia Licensing.exe
023 - Service: PC Tools Spyware Doctor (SDhelper) - PC Tools - C:\Programme\Spyware
Doctor\sdhelp.exe

023 - Service: TuneUp WinStyler Theme Service (TUWinStylerThemeSvc) - TuneUp
Software GmbH - C:\Programme\TuneUp Utilities 2006\WinStylerThemeSvc.exe

023 - Service: TrueVector Internet Monitor (vsmon) - Zone Labs, LLC -
C:\WINDOWS\system32\ZoneLabs\vsmon.exe



